September 26, 2016 
Dear FCC: 


| noticed that my exparte filing appeared today at these links on the FCC 
ECFS, but one of the handouts had not been attached: 


https://www.fcc.gov/ecfs/search/filings?limit=25&proceedings name=16- 
239&sort=date_ disseminated, DESC 


https://www.fcc.gov/ecfs/search/filings?proceedings name=RM- 
11708&sort=date_ disseminated, DESC 


| have attached the other hand out here. This letter serves as an exparte 
with the attachment, and in addition to those named in the exparte letter at 
the above links, | am copying Henning Schulzrinne, former FCC CTO, on this 
correspondence. 


As we discussed last Friday during my visit to the Commission, and as 
documented in my exparte filing at the ECFS links above for both RM 11-708 
and Docket 16-239 (NPRM), the vast number of amateur operators believe as 
| do, that it is critical for narrow band amateur radio HF/MF communication 
be protected by an emission bandwidth regulation that assures wider band 
data signals will not create interference. 


Many commenters also believe the hobby must remain self-policing with full 
transparency of all communication and without encryption of data. Many 
have commented that these issues must be addressed by the FCC before the 
historic 300 baud limit can be removed. 


As discussed in our meeting last Friday, Part 97.113(a)(4) states that 
messages which have an obscured meaning are not presently allowed by the 
rules, and the amateur service should be able to have open data traffic so all 
messages may be intercepted, yet many data users are using a proprietary 
compression method with Pactor II and Pactor Ill (and this would also happen 
with Pactor IV). 


As we discussed, this proprietary, non-published compression provides 
incidental encryption in the Amateur Radio Service when used in ARQ mode 
on fading channels, the most popular mode used on WinLink gateways. Even 
without fading, messages in ARQ are essentially encrypted to other amateurs 
listening in on the frequency. Hence, many commenters believe there is a 


clear violation of obscuring the meaning of transmissions since they are not 
available for everyone to hear, and such stations cannot even be identified 
by vast numbers of amateurs: 


97.113(a)(4) Music using a phone emission except as specifically provided 
elsewhere in this section; communications intended to facilitate a criminal 
act; messages encoded for the purpose of obscuring their meaning, except 
as otherwise provided herein; obscene or indecent words or language; or 
false or deceptive messages, signals or identification. 


It seems from 97.113(a)(4) that the FCC intends to have a general 
prohibition on encryption, even if it is “incidental” or “practical” encryption. 
This makes sense, since the amateur radio service has always been self- 
policing, and the FCC and other amateurs rely on the ability for peers to 
intercept and have awareness of use of the amateur radio spectrum. Yet, it 
seems violations of this rule are already happening routinely today with 
Pactor Il and Pactor IIl and Winlink gateways in real world channels. The 
problems would be greatly exacerbated if the 300 baud limit were removed 
and Pactor IV were allowed. Sadly, amateur operators, even those with the 
expensive SCS modems that run the proprietary compression algorithms, 
cannot self-police or listen to any of these ARQ transmissions to other 
stations in practice - they are obscured from the amateur community. 


Further, Part 97.113(a)(5) prohibits: 


(5) Communications, on a regular basis, which could reasonably be furnished 
alternatively through other radio services. 


And even further, Part 97.3(4) makes clear the Amateur Radio Service is to 
be focused on intercommunication and technical investigations, and not to 
be used for personal gain: 


(4) Amateur service. A radiocommunication service for the purpose of self- 
training, intercommunication and technical investigations carried out by 
amateurs, that is, duly authorized persons interested in radio technique 
solely with a personal aim and without pecuniary interest. 


Using the Amateur Radio Service for checking e-mail or browsing the internet 
has the dual problem that it is difficult/impossible for a control operator or 
any eavesdropper to know a priori if the message is being used for 
commercial or business activities (which is a violation of Part 97.3 (4)) and 
further has the problem of allowing anyone to know whether or not any other 
radio services or other commercial means, such as landline internet, 


commercial wireless internet, SailMail, or satellite (e.g. Iridium) could be 
alternatively used to provide the email connection (e.g. such latter services 
are commercially available to boaters and maritime mobile operators). 


Should the Amateur Radio Service be used for Internet usage in general? 
Should over-the-air transmissions make it possible for others to determine if 
the communication is for hobby purposes as required in Part 97.3(4), or is 
the amateur radio service to be used with encryption to order a pizza, 
purchase equipment for a boat, or to be used for some other business use 
that could be conducted via other (commercial) radio services or other 
communication services entirely? The FCC needs to address this head-on 
before removing the 300 baud limit. 


If amateur operators are talking to someone over SSB or CW, in the 
traditional hobby-like communication setting on HF, then it is easy for 
someone else who is listening on the frequency, or one person involved in 
the communication, to readily break in and stop the conversation if another 
party starts talking about prohibited subjects or starts using amateur radio 
improperly. But how is this facilitated when encrypted users are 
downloading e-mail or browsing the internet? 


The idea of allowing wider bandwidth data but assuring only open 
transmissions that are not incidentally encrypted, with CW ID and listen- 
before-transmit, and putting such data in their own mid-section of each 
HF/MF band, and also having a public server which allows all traffic to be 
openly displayed and logged/archived, with a real time display and public 
archive of all ham messages and all internet addresses sent over ACDS or 
bulletin board gateways would seem to be a viable and necessary rule 
change before expanding data bandwidths. 


One is still left to wonder how the self-policing would occur if emails and 
internet access grows in volume as in the early Internet days, but at least 
every such email and transmission would be open and receivable both over- 
the-air and available on the internet. Of course, there would likely be other 
problems that would arise, so the FCC must think very carefully about what it 
wishes the amateur radio service to become if it removes the 300 baud limit, 
and it should have many rule clarifications before this is done. 


With today’s technology, the cost for doing a transparent archive on the web 
for all HF/MF data emails and internet browsing activity is very small, and 


maybe the ARRL or WinLink would pick this up as part of assuring the self- 
policing and open nature of all communications in the Amateur Radio 
Service. And there are many excellent signal processing and complex, yet 
open, data techniques that amateurs could develop that would be open and 
unencrypted while getting greater throughputs than today’s Pactor Ill. 
ARDOP is an example of a current activity that could be a promising, open 
approach. The amateur community should be able to pioneer new 
approaches while ensuring they are open, public, and easily intercepted. 


Using amateur radio to bypass commercial radio communication means for 
email or Internet usage (while permitting much easier business use of 
internet/email) appears to be one of the key goals of many commenters in 
favor of the NPRM and in RM-11708. This is troubling, since most of the land 
area of the US now has cellular coverage as an alternative to “e-mail or 
internet by Pactor”. For boats and remote areas, one is not limited to the 
very expensive Inmarsat terminals and service that were available 20 years 
ago. Now, Iridium and its competitors offer very economical low speed data 
service over NGSO networks. And Sailmail is a commercial service which 
amateur radio would directly compete against. Thus, the applicability and 
practical commercial alternatives in 97.113(a)(5) in the FCC rules have 
changed dramatically since the pioneering work of TAPR, well before the 
wide spread use of the Internet, cellphones, and email. The FCC needs to 
ensure that the hobby-like nature (and openness) of the amateur radio 
service (e.g. Part 97.3(4)) is kept intact before opening a floodgate of 
problems that would occur if the historic 300 baud limit is removed. 


Thank you for considering these tough issues. Please let us insure that 
amateur radio is open, non-encrypted, and that wideband data 
experimentation on HF can flourish and create new technologies and new 
capabilities, while also ensuring that the amateur radio service does NOT 
become a means for unpoliced Internet or e-mail service that becomes “free 
encrypted global internet’ that would erode our hobby, endanger national 
security with encrypted payloads of increasing speeds, while providing 
unfettered interference for the masses who enjoy the narrowband aspects of 
the hobby. 


Thank you for your consideration, 


Prof. Theodore (Ted) S. Rappaport, P.E., NONB 


